
The impact of the Internet of Things: 
From farm to fork
 
The Internet of Things (IoT) is poised to have a major impact on the food supply chain – all the 
way from the farm to the individual buying food from a retail outlet.  Based on recent research 
carried out by Quocirca, this report, commissioned by Rentokil Initial, looks at the various 
areas where the IoT will enable the food supply chain to gain the maximum benefits.

• Current population growth, eating habits and farming 
methods increasingly conflict one another.

• Recognition of the IoT and cloud computing across the food 
supply chain is relatively low.

• Manual systems to manage issues around hygiene and pest 
control are still prevalent.

• Respondents to this research recognise the need for change.
• The need for simple to use, yet effective reporting systems is 

clear.
• The IoT can be all-embracing: it is imperative that the 

technology strategy deployed is future-proof.
• Cloud-based data systems, while currently untrusted, provide 

the best means of storing and sharing data across the food 
supply chain.



Figure 1: Key food supply chain components
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Background to the research

The aim of this research, commissioned by 
Rentokil Initial, is to explore current understanding, 
perceptions and usage of the Internet of Things (IoT) 
and cloud computing across the food supply chain. 
It also seeks to gauge where food professionals 
feel they can benefit the most from this approach. 
The unique insight is based on interviews with 
400 respondents who have responsibility for 
the management of food safety and hygiene. 
One hundred interviews were each carried out 
in Australia, China, the UK and the US with an 
even spread across the components of the food 
supply chain: farms, logistics/warehousing, food 
processing and food retail companies (see Figure 
1). The interviews took place during September and 
October 2016. 

Specifically, we look at:
• Challenges in managing an increasingly   
 complex food supply chain.
• Perceptions around the current and 
 future impact of the IoT on food supply 
 chain organisations, based on analysis of 
 responses from research interviewees.
• Emerging themes across the food supply 
 chain using the IoT.
• How organisations need to prepare to 
 deal with the changes the IoT will bring  
 about.

The intention of this report is to provide the reader 
with enough information to help them engage in 
the formulation of an organisational IoT strategy.  
Key aspects of the IoT are covered, framed by the 
requirements of the food supply chain to improve 
food safety and reduce food wastage. 

Key Definitions

Food safety: The steps taken to ensure that food 
is grown safely and remains safe to eat and use 
throughout the food supply chain. This involves 
monitoring for excessive insecticides, pest 
contamination, rot and mould alongside any bacterial 
or viral contamination introduced along the chain.

Food wastage: The losses of food across the chain 
caused by factors such as general losses, pest 
predation, contamination, poor hygiene, rot and lack 
of compliance to safety requirements. Compliance 
challenges may also include cosmetic requirements 
as stipulated by retailers.

Cloud computing: The use of hosted computing, 
storage and networking resources delivered as a 
service over the Internet. These resources can be 
hosted either in-house (private cloud), via a third 
party (public cloud) or a combination of the two 
(hybrid cloud).

Logistics

Warehousing

Logistics

Processing

Logistics



In the coming years, the global requirement for food 
will be under significant pressure. The population 
base is forecast to expand to 8.1 billion within the 
next 10 years significantly increasing the requirement 
for food. Demand for higher quality and specialised 
foods from increasingly wealthy consumers will 
strain existing food supply chains even further. With 
these pressures in mind, initiatives such as the 
Courtauld Commitment 20251 recognise that we 
need to change the way we manage and reduce the 
resources used for food production.

This complex scenario is exacerbated by regional 
and global phenomena that include climate change 
(e.g. droughts, flash flooding, and desertification) and 
socio-economic shifts (e.g. urbanisation).

The stress on the food supply chain has further 
intensified in recent years with advances in 
consumer technology and the rise in social media. 
Consumers are capable of broadcasting their 
sentiments (likes and dislikes, as well as facts or 
pseudo-facts on foodstuffs) to followers and hold 
food suppliers to account in public. 

As a result, the requirement for transparency and 
compliance will gain in importance to those in the 
food supply chain.

“Recent headlines in the UK show that 
three quarters of chickens in the UK are 
infected with E.coli and there is a growing 
risk of salmonella in bagged salads. The 
need to ensure food safety and consumer 
health protection is a leading concern, but 
increasing legal concerns are also driving 
the need for all constituents of the food 
supply chain to deal effectively with sources 
of pest infestation or food hygiene issues.” 
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Challenges in managing increased 
food supply chain complexities

On the positive side, mechanisation and automation, 
with parallel developments in selective breeding 
and genetic modification of seeds to provide higher 
yielding and blight resistant crops, has ensured that 
the provision of foodstuffs has generally managed 
to keep pace with the growth of the population. The 
use of high-growth fertilisers and more selective 
pesticides has also helped farmers to provide more 
crops within the same farming space.  

However, population growth is causing a major 
point of contention between the amount of suitable 
land available for farming and the need for human 
habitation. As human habitation encroaches 
into existing farm land, other virgin land, such as 
rainforest and savannah grasslands are being used.  
This is affecting the habitats of other fauna and 
flora, and is having further negative influence on the 
overall health of the planet.

It is also no longer enough just to regard each 
foodstuff in isolation. The complexity of an edible 
product that is bought by an end customer can be 
staggering.  Something as simple as a ready meal 
bought by a UK consumer from a supermarket 
may contain meat from Argentina, carrots from 
Peru, beans from Kenya, tomatoes from Turkey and 
potatoes from the UK. This is before considering 
any of the other ingredients such as flour, eggs, 
seasoning, preservatives and so on.

Suppliers must guarantee that products sold are 
exactly what the customer expects (both at the 
actual content and quality levels) but also that 
everything meets levels of food safety across 
every process from growing through to harvesting, 
processing and point of sale. This heightens the 
requirement for risk management across the entire 
food supply chain.

Regulation and legislation are also intensifying. 
Increasing global and regional governance around 
food safety and hygiene - such as the Food 
Standards Australia New Zealand (FSANZ), the 
British Retail Consortium (BRC) and ISO 22000 
- means that any constituent of the food supply 

1 http://www.wrap.org.uk/content/courtauld-commitment-2025



stop the estimated 88 million tonnes of food waste 
resulting in €143bn cost per year4. Similarly, the 
US has set up ReFED (a collaboration of over 30 
businesses, non-profits and government agencies) 
to reduce the $218bn dollars lost through food 
wastage every year5. In China, the State Grain 
Administration, the Ministry of Farming and the 
National Development and Reform Commission 
(NDRC) have created the ‘Grain Storage and Supply 
Security Plan 2015-2020’6 that looks at how Chinese 
farmers can minimise grain losses.

There are efforts to drive efficiencies within discreet 
components of the supply chain like agriculture 
– examples include the Sustainable Agriculture 
Initiative (SAI) platform7, the International Fertilizer 
Development Center (IFDC)8, the Alliance for a 
Green Revolution in Africa (AGRA)9, the Postharvest 
Project10 and the Global Cold Chain Alliance11.

The Internet of Things - 
a perfect solution? 

Increasingly, new initiatives are focusing on 
technology, the use of automated two-way devices 
that manage areas such as pest monitoring and 
food hygiene in an intelligent, connected manner. 
This approach, commonly known as the Internet 
of Things, or IoT, is progressively at the forefront of 
advanced thinking on food supply chains and how 
existing working practices can be reviewed, if not 
challenged.

The promise is that technology can solve a lot of the 
issues that organisations across the chain encounter. 
However, while this is undoubtedly true, it is not 
always easy for all organisations (especially those 
operating on low margins) to balance the promise 
of future gains against the immediate costs of 
implementation.

In the following pages, we take a closer look at what 
the IoT is and how companies working throughout 
the supply chain can realistically plan their journey 
towards effective implementation.  
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chain must be able to demonstrate adherence to 
food safety standards. In addition, companies are 
now accountable not only for their own part of the 
process but also all aspects upstream from them. 
As such they must keep fully verifiable records.  

The issues around food traceability that caused 
major problems in the EU with the horse meat 
scandal in 20132, due to issues in poor or fraudulent 
record keeping, provided ample demonstration that 
adherence to food standards is imperative.

Challenges managing food 
wastage

As well as causing safety concerns, poor 
management also leads to high levels of food 
wastage. Indeed, the Swedish Institute for Food 
and Biotechnology (SIK) published a paper 3 stating 
that one third of all food produced for human 
consumption is wasted somewhere along the overall 
food supply chain, amounting to around 1.3 billion 
tonnes of food, or around 180kg per person on the 
planet. Although a proportion of this is down to 
consumers wasting food they’ve bought, there are 
still unacceptably high losses related to production 
that allow for improvements.

The urgency of the issue is recognised at national 
and international levels. The EU Commission, for 
example, has set up a project to look at ways to 

“The impact on peripheral areas, such as the 
need for irrigation water, use of pesticides 
and fertilisers, and energy cannot be 
underestimated.  Run-off through over use 
of pesticides and fertilisers into streams and 
rivers can cause issues with the fauna and 
flora dependent on these systems as well 
as having long-term negative impacts on 
the capability of soils to maintain cropping 
yields.  The knock-on impact on the 
emission of carbon gases causing impacts 
on future crop yields in certain regions 
due to global warming and increased 
desertification should also be noted.”

2 https://www.theguardian.com/uk-news/2013/oct/22/horsemeat-scandal-guardian-investigation-public-secrecy 3 http://www.fao.org/docrep/014/mb060e/mb060e.pdf 
4 http://ec.europa.eu/food/safety/food_waste/stop_en 5 https://www.refed.com/?sort=economic-value-per-ton 6 http://www.sdpc.gov.cn/zcfb/zcfbghwb/201506/t20150624_696914.html
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What is the Internet of Things (IoT)?

The IoT has captured much attention within the IT and high-tech worlds. It has great promise because
it provides a new means to automate processes within an organisation and remove the risks associated with 
manual tasks. However, as yet, it has not necessarily managed to cross over to being an interesting 
IT proposal and a useful business tool. 

Within the research carried out for this report (see Appendix 1 for research methodology), the following 
definition of the IoT was used:

“The Internet of Things (sometimes Internet of Everything) is a network of 
physical objects or ‘things’ embedded with electronics, software, sensors, 
and connectivity to enable the network to achieve greater value and service 
by exchanging and/or collecting data. This may be entirely within a given 
business or may extend to ‘things’ installed on the premises of partners and 
customers (including consumers). Within the food processing chain, the IoT 
can be used to provide insights into food contamination, infestation levels, 
hygiene standards and so on.”

Figure 2: High-level schematic of an IoT architecture
7 http://www.saiplatform.org/ 8 https://ifdc.org/ 9 https://agra.org/ 10 http://www.postharvest.org/home0.aspx 11 http://www.gcca.org/
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The rise of more complex 
machines

As we’ve already noted, IoT ‘devices’ can range from 
common consumer devices such as smartwatches 
(see Figure 3) containing GPS, motion and health 
sensors through to simple industrial devices such as 
temperature and humidity sensors. However, an IoT 
device can also be a much larger item that includes 
a collection of different monitoring systems that 
are all managed and monitored as a single overall 
system. 

An example of such a complex machine is shown 
in Figure 4. This ‘LettuceBot’ is a complex mix of 
IoT devices developed to identify lettuce plants and 
thin them out with minimal wastage. The interplay 
between the video devices and the various lettuce 
handling devices is all managed directly from the 
machine itself.

This example illustrates that IoT devices of different 
complexities need to be connected in such a way 
that allows for the flow of data from monitoring 
devices, to actuators, and to and from more complex 
devices. Quocirca has produced a reference 
architecture12 that is a useful tool for exploring how 
this works in greater detail. 

Figure 3: Consumer IoT wearables
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At the foundation is the device layer – which 
includes tags (such as, low cost radio frequency tags 
used to help identify items when a second device, 
such as a tablet or a dedicated, hardened hand-held 
device, is brought close to the tag), sensors (devices 
for measuring something, such as a humidity or 
temperature sensor), and actuators (devices that can 
take an action, e.g. operate a motorised valve or an 
electronic glasshouse ventilation window). 

Other input/output devices used by workers such as 
tablets, smartphones and kiosk systems also need 
to be included in this layer. Data flows in the local 
area can be carried out using wired connections, but 
is increasingly likely to be carried out via wireless 
means, such as standard Wi-Fi, readily used in 
offices and homes. The data needs to be collated 
and directed to where it can be best analysed.  

This wider area of connectivity needs a 
communications layer – again, using wired or 
wireless systems, including satellite.  Once the 
required data has been collated and moved to a 
central environment, it can then be intelligently 
aggregated and analysed.

The large scale analysis is then presented in reports, 
dashboards, or visualisations (real time or over 
a period of time) that can be used to better deal 
with or pre-empt any issues. Such analysis can 
also result in automated responses – for example, 
where signs of pest damage are starting to become 
noticeable, alerts can be sent automatically to take 
the appropriate action.

Figure 4: ‘LettuceBot’ - a high precision lettuce 
thinning machine*

*Source: Blue River Technologies 12 http://quocirca.com/content/reference-architecture-ioe
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The food industry’s understanding of the Internet of Things (IoT)

Within the research Quocirca carried out for this report, respondents were asked to rank their level of 
knowledge of the IoT (see Figure 5). 

Overall, 28.25% stated that they had a deep understanding, while 36.75% said they have no real knowledge 
or only a basic knowledge. The deepest levels of IoT awareness were in the UK (25% stating they had 
already carried out an IoT project). The lowest levels were in China (16%). Logistics/warehousing (16%) 
emerged as stating the lowest levels of IoT projects across the four food supply chain areas.  

At the ‘no real knowledge’ level, all four countries were between 19-20% of respondents, with retail (16%) 
having the lowest number stating no real knowledge, against logistics/warehousing (23%).

Additionally, respondents were asked for their perception of the impact of the IoT on their own organisations.

How would you describe your working knowledge of the 
Internet of Things (IoT)? 

No real knowledge

Basic knowledge

Reasonable knowledge

Deep theoretical knowledge  
(i.e. have studied the area) 

Deep practical knowledge (i.e. 
carrying out an IoT project)

Figure 5: Stated knowledge of the IoT

20%

17%

35%

7%

21%
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Figure 6 shows that 57.75% of the respondents stated the IoT has already had some impact on their 
organisation and that they were working in some way to understand exactly what this means to them.

Australia (20%) and the UK (22%) were more likely to already be carrying out IoT projects. The USA (14%) 
and China (13%) had lower on-going IoT project activity. Food processing companies (21%) led against farms 
(20%), retail (17%) and logistics/warehousing (11%).

However, the largest single group of respondents were those who only expect the IoT to impact them within 
the coming 12 months (23.5%).

“In round-table discussions with Rentokil 
customers, it was apparent that the level 
of knowledge around the IoT for line-
of-business workers is not as deep as 
those within IT roles would expect.  One 
respondent – a quality manager in a food 
processing company – stated that they had 
not heard of the term before.  

This is a stark challenge for those providing 
solutions in the IoT space: there is a need for 
education on what IoT means in business, 
rather than technical terms.”

It should be noted that Quocirca believes the 
majority of organisations are in fact already heavily 
involved in the world of the IoT. However, they may 
be calling it something different due to how it is 
being used.  

For example, food processors will have systems 
along their production lines that are monitoring 
areas such as the temperature of food as it is being 
processed; looking for contamination in foodstuffs; 
ensuring that labelling on cans and bottles is 
aligned and so on. While this may just be called 
production line automation, known by engineers on 
the production line as a SCADA (supervisory control 
and data acquisition) system, it is in fact an example 
of IoT. Similarly, logistics companies will have climate 
controlled vehicles, and may be using GPS systems 

Figure 6: Organisational impact of IoT to deal with food safety issues

In general terms, what are your views regarding the potential 
impact of connected technologies and the IoT to deal with 
issues in food safety in your organisation?

It will impact other organisations, but not our own

It is an over-hyped phenomenon that will not come 
to much

It is already having a major impact on our organisa-
tion - we have an over-arching IoT system in place

It has impacted our organisation and we are 
carrying out proof of concept

It has not impacted our organisation much yet, but 
we expect it in the next 12 months

It has impacted our organisation and we are 
carrying out IoT projects

It has impacted our organisation and we have an 
IoT roadmap

Don’t know

8%

4%

18%

23%

12%
11%

17%

7%
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to monitor and track their vehicle fleets. These deployments may not be perceived as being part of the IoT.

Furthermore, many of these systems are proprietary. They were developed at a time when the thought of 
pulling together production line or vehicle data and other operational data was not seen as adding any real 
value. Therefore, many of the systems in place use analogue sensors and data formats that are difficult to 
analyse directly from a more central IT system.

Perceived use of the IoT

This research also suggests there is also a possibility that IT-driven IoT and business-driven technology 
devices are being considered as separate things. This was shown when the respondents were asked how 
many devices they expected to have in place.

Figure 7 indicates that only a small number (2.5%) of respondents expect to deploy more than a thousand IoT 
devices in the coming 24 months – yet many may already have more than this in their existing environment.  

Automation and data management are part and parcel of the IoT. For those in the food supply chain, the 
ability to understand how the various aspects of the IoT can help in creating a far more effective farm-to-fork 
process will help put them at the forefront of the next generation of food handling businesses.

What quantity of IoT devices do you intend to deploy in 
the coming 24 months? 

Very Few

More than 100,000

In the thousands of devices

In the tens of thousands of 
devices

In the tens of devices

In the hundreds of devices

Don’t know

44%

23%

<1% <1% 1%

12%

19%

Figure 7: Intended IoT device deployments
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Reasons for considering IoT adoption and potential challenges

When asked “To manage potential risk factors in food safety, where do you see IoT devices having the 
biggest impact?”, responses were given as in Figure 8.

The largest response (19.25%) was around simple environmental monitoring, followed by standard measuring 
of weights/quantity of foodstuff. The areas perceived as being more complex, such as monitoring the 
movement of foodstuffs and the monitoring of equipment used in the food supply chain, scored relatively 
lowly. This further demonstrates how more awareness and understanding of the IoT is required to deal with 
the complexities of emerging value chains so that organisations can remain competitive in their markets.

To manage potential risk factors in food safety, where do 
you see IoT devices having the biggest impact? 

Monitoring equipment

Monitoring air quality

Monitoring employee hygiene 
compliance

Monitoring movement of food

Monitoring food weights/ 
quantity

Monitoring temperature and 
humidity

Monitoring pest control/
 infestation

8%

16% 16% 17%
15%

9%

19%

Figure 8: IoT impact to manage potential risk factors

Which of the following issues are of most 
concern for your organisation?

Cost of implementation of an IoT network

Data privacy may be impacted

Unable to usefully analyse all the data generated

Our networks will become overwhelmed by the data 
volumes generated

Attack on IoT infrastructure making business 
processes vulnerable

There is a lack of standards for IoT deployments

We are concerned that auditing bodies will drive 
continuous changes in how reporting is required

1%

18%

16%

13%

15%

15.5%

21%

Figure 9: Obstacles for IoT deployment
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Figure 9 shows the areas of most concern to respondents’ organisations. As can be seen, cost is not seen as 
a major issue, with only three respondents each in the UK and China, and one each in the US and Australia 
stating it as an issue. However, perceptions around security and data privacy seem to be significant barriers 
for many.  

Perceptions around cloud computing

Quocirca believes that use of the public cloud is the best way to ensure that organisations extract the real 
value of the IoT along the complete food supply chain.  By aggregating data from multiple IoT networks 
into a centralised space, the data can be better analysed to help those along the chain make decisions on 
optimising food safety and minimising food waste. However, the use of cloud computing is not yet pervasive 
based on replies by the respondents (see Figure 10). 

In your current situation, how many public cloud-based solutions 
do you utilise to manage food-related processes?

Some of our systems are cloud based, 
but business critical systems are not

None of our systems are cloud based

All of our systems are cloud based

Most of our systems are cloud based

Don’t know

Figure 10: Managing food related processes with cloud based solutions

Few respondents stated that their organisations have made significant moves towards cloud adoption, with 
only 16% saying they have the majority of their systems in the cloud. Another 35% stated that none of their 
systems were using the public cloud.

Overall, respondents in the US were more likely to be using cloud systems for non-business critical systems 
(46%). Those in the UK were least likely to be using the cloud at all (41%). However, respondents from 
Australia were more likely to have all their systems in the cloud – but this was only 9% of respondents.

 
 
 

41%

35%

10%

8% 6%
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How organisations think IoT can improve pest control and hygiene

When asked to decide where the IoT could provide the most benefit to their organisations in conjunction with 
pest management, respondents answered as in Figure 11. 

Here, it is apparent that respondents are looking for help with major issues such as swarms, floods and  
ad-hoc pest infestations. Indeed, for the UK and Australia, dealing with ‘force of nature’ and ad-hoc 
infestations came highest, with the US and China stating that cyclical problems were the worst for them.

Farms focused on the force of nature and ad-hoc infestations, while retail and processing were more 
concerned with cyclical issues. Logistics was split between the two major concerns.

However, dealing with both large and small issues can add appreciable value to organisations and can help 
provide the data that can be used to predict and deal with these two major issues.

The similar question asked around hygiene delivered the findings shown in Figure 12.

Figure 11: IoT deployment for pest activities

The deployment of connected technologies and IoT technology to 
ensure food safety from pest activity is best served in: 

2%

Dealing with cyclical problems, 
such as swarms, floods, etc

Producing automated reports

Automation of the checking of 
other devices to incrementally 
improve pest control

Optimising the placement of new 
traps, bait, treatments, etc.

Alerting immediate issues, such as 
force of nature, ad-hoc infestation

Minimising the amount of pest 
control chemicals being used

Knowing the exact levels of 
allowed contaminant within the  
foodstuff

Understand the quality of the 
foodstuff based on data

9%

17%

8%

20%

9%

16%

19%



The impact of IoT: From farm to fork 13

Adherence to hand hygiene standards and the avoidance of contamination passing from one area to another 
were identified as top priorities. The identification of how hand hygiene issues affect food safety also scored 
highly.  

However, respondents did not see a need to understand what type of hand hygiene issues were a big 
priority, or the need to report levels of compliance along the full food supply chain.

The monitoring of employee health scored surprisingly low. Quocirca believes that this will become an 
increasingly important issue. Currently, human health issues tend not to be noticed until the symptoms are 
apparent to all. At this stage, the employee may have been contagious and may have been spreading germs 
across a wide area for some time.

The use of the IoT to help identify health issues at the earliest possible stage could help stop the spread of 
germs within the workplace. It could also prevent the spread of the health issue to other workers and reduce 
time lost to sick days.

The IoT could also help here by aggregating such data and making it available along the food supply chain. 
It could also make verifying full compliance to local, regional and global food safety initiatives much easier, 
quicker and cheaper to achieve, than current paper based methods for example.

Figure 12: IoT deployment for hygiene activities

The deployment of IoT technology to enhance food safety and ensure 
quality is best serviced in:

Monitoring when employees use 
washroom facilities or hand stations 
in critical control areas

Automatically dealing with 
hygiene contamination

Reporting hand hygiene 
compliance along the complete 
food chain

Monitoring the health of 
employees

Identifying where hand hygiene 
issues are impacting food quality

Identifying the type of hand
hygiene issue present

Ensuring that hand hygiene 
standards are being met by  
employees

Preventing the passing of  
contamination from one area to 
another

8%

9%

17%

13%

12%

16%

17%

8%



If the food industry is to gain benefits from the IoT, it is important to look at how existing processes can be 
optimised and automated. We also need to examine what this then means to the various constituents of the 
supply chain.

Figure 13 and Figure 14 show that a large proportion of respondents still have little in place in the way of 
direct monitoring and reporting systems for pest related issues. For example, almost 10% of organisations 
depend on the rest of the food chain to deal with pest issues. Nearly 30% depend on external parties (third 
party support or inspection reports) to deal with any issues. There was little difference overall in responses 
from the various constituents. 

However, food processing companies were more likely to have proactive systems in place than farms, 
logistics or retail.

The impact of IoT: From farm to fork

The IoT journey and the food 
supply chain

Figure 13: Managing pest related risks

14

We have proactive internal 
automated systems in place 

We rely on third party support

Don’t know

We depend on the rest of the 
chain to get things right 

We manually monitor for issues 
and deal with them as necessary

We await inspection reports and 
react accordingly

We have proactive manual 
systems in place

How do you currently manage risk around pest-related issues in the 
food processing chain?

19%

13%

28%

17%

9%

10%

4%
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Figure 14: Managing hygiene related risks

For hygiene, 18.5% depend on external parties, although 41.5% of respondents pro actively track hygiene 
along either their own environment or the whole food chain.

In Quocirca’s view, there is a strong need to automate reporting to provide rapid and meaningful insights into 
what is happening along the complete process. At the moment this is being held back through problems in 
gaining the right data in the right format to deal with.

There is also a strong case for highly proactive hygiene management that monitors the presence and spread 
of food material and any pest residue or human-introduced material along the whole chain to deal with. This 
would enable organisations to resolve such issues at the earliest possible time. One way this can be done is 
through spectral analysis, which uses specific light spectra to show up different bacterial or viral presences.  
If any issues are discovered, strong ultra-violet light or highly specific cleansing materials can then be 
introduced to prevent the spread of any contamination.

As mentioned earlier, the monitoring of humans at the basic health level can help to prevent potentially 
critical incidences. For example, being able to use infra-red temperature detection to measure an employee’s 
body temperature can indicate an early stage of an illness.

However, these approaches require the availability of the right data on which decisions can be made.

How do you currently manage the risks associated with 
hygiene in the food processing chain? 

Don’t know

We focus on our organisation only, insuring that 
hygiene is a high priotiy to our employees

We only deal with problems when they become 
physically apparent

We proactively monitor and ensure compliance to strict 
industry standards along the whole chain

We proactively monitor and ensure compliance to 
industry standards within our own organisation

We rely on third-party support

We provide basic hygiene training to all our employees 
and ask others in the chain to do likewise

We provide full facilities and training to manage 
hygiene to an industry standard

4%
5%

7%

10%

14%

14%

19%

27%
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Figure 15 captures respondents’ thoughts when asked “In the context of managing food safety in your 
environment how important are the following pieces of information?”.

The top issue identified was the need to have enough data to deal rapidly and effectively with an infestation 
or hygiene issue. Indeed, there is a strong indication here that respondents are struggling with a lack of 
the right kind and volume of data to make informed decisions, coupled with the analytic and reporting 
capabilities required to make sense of what information the data holds.

What about perceptions for new technology needs? Figure 16 ranks the top priority choices for investments 
in new technology to manage food safely.

The need for end-to-end tracking and traceability of goods was a clear leader here. However, few of the 
respondents currently have the capability to do this. The UK (38.54% stating this as their primary concern) 
and Australia (34.38%) saw this as a bigger issue than China (23.71%) and the US (23.16%), but in all cases, it 
was the highest primary concern.

Providing such a service requires the aggregation, analysis and reporting against data from each constituent 
of the food supply chain.  However, when correlated with responses to other questions within the survey, 
there is little willingness to provide data into the overall chain to make this possible.

Figure 15: Information requirement for food safety

In the context of managing food safety in your environment how 
important are the following pieces of information? 

(Score out of 5, where 5 is “very important”)

Having sufficient data available to ensure that 
food quality is not jeopardised

Having sufficient data on the type of 
contamination that has occurred

Having information available in case of a 
breach in security

Having enough data to rapidly and effectively 
deal with an infestation/hygiene incident

Notification when a possible pest/rodent 
infestation and/or hygiene incident could occur

Knowing what standards have been adhered 
to in ensuring food hygiene

Understanding the impact of any incident

Notification when a hygiene or infestation 
incident is occurring

Knowing whether any foodstuffs have been 
out of environmental limits at any time

Data evidence of what steps have been taken 
to counter any contamination

3.77

3.72

3.75

3.84

3.79

3.88

3.92

3.9

3.88

3.87
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Figure 16: Technology investment priorities to manage food safety

Please rank the following areas in order of priority when 
investing in new technologies to manage food safety

Environmental control (air 
conditioning, refrigeration)

The capability to use data to more 
accurately predict when issues or 
opportunities may arise

End-to-end tracking and 
traceability of goods

Inventory management

Optimising logistics

Automated reporting for compliance 
purposes

11%

13%

18%

14% 14%

30%

This may well be a case of being too internally focused, but is far more likely to be that organisations have 
too many discrete and disparate systems that hamper the provision of data into a standardised central 
repository to support intelligent reporting and the application of analytics.  

Using systems that are essentially isolated from each other makes process optimisation far more difficult.  
If it is necessary to run reports against each system and aggregate the results to gain insights, mistakes can 
easily be made. In Quocirca’s view, if this is the case, users will avoid such complexity, and will stick with 
tried-and-tested manual approaches. Data stays in each system’s silo, and data sharing is hardly considered. 

But what if all the data from those sensors and monitors could be pulled together, so that information could 
be pooled together and accessed by anyone needing a view on what is happening from a central point? It’s 
clear that having everyone working against a single set of data would vastly improve decision making. 

This is supported in Figure 17, where respondents prefer to have access to electronic reports, with over 70% 
wanting to have the capability to view and shape information interactively using a specific application.
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More specifically, the US (32%) prefers an application where they can pull reports as required; China (30%) 
and Australia (26%) prefer apps on mobile devices while in the UK (26%) emailed reports were top choice.  

Quocirca agrees strongly that working in such a way, makes reporting, compliance and decision making far 
easier, faster and more effective. Instead of having reports sent to people, users can create their own specific 
reports that are based on past data, current data and may even include elements of predictive analytics. 

The impact of such reports can be further enhanced by the use of portals, providing immediate access to the 
relevant information. Indeed, as they get used to working with such data, they can opt to automate existing 
processes to speed up how issues are dealt with – and free up their own time to concentrate on other, often 
more important, matters.

There is of course a danger that some users may resist. An objection could be the perception that producing 
their own reports would mean more work. The key to overcoming this is to get those users to understand the 
benefits and demonstrate how self-created, real-time reports can make tasks easier and create additional 
value to the organisation.

Such change can happen and happen rapidly. The adoption of consumer technology, such as smart phones, 
tablets and apps, such as Dropbox, within the enterprise has been rapid. If end users can see real value to 
them in a change, they will embrace it.  

With the IoT, this requires a broad strategy that can embrace different use cases for IoT across the 
organisation and the complete value chain. To help in understanding this, it is necessary to look at what the 
future of the IoT is likely to be.

How would you prefer to receive information/reports 
on IoT data?

Via an application where I can 
pull reports as required

Via an application where I can 
create my own reports

Via reports pushed to me via 
an application

Via an app on a mobile device

Via paper reports

Don’t know

Via email reports

1% 1%

Figure 17: IoT data output preferences

13%

24%

21%

25%

15%
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This section looks at how the food supply chain 
could change over the next few years. A lot of the 
technology covered is already available for very 
large organisations at the forefront of technology.  
Some is being deployed by smaller organisations, 
more as a proof of concept, or as a means of 
immediate differentiation in the market, these may 
even be start-ups.  

It should be noted that in all cases a move to the 
IoT should not be a massive change attempted in 
one go. This section shows how any organisation 
involved in the food supply chain can improve its 
own processes gradually by maximising existing 
investments in technology.  

IoT - on the farm

On the land

In arable farming, the basic preparation of land is 
generally managed using manually driven tractors.  
The IoT is likely to influence changes in this practice 
soon. In the US, autonomous tractors are already 
being used to plough land13 and harvest some types 
of food crops, particularly cereals. This trend will 
continue. 

When the autonomous vehicles start harvesting, 
monitors in the harvesting systems can measure 
factors such as humidity levels. Automated triggers 
can then shut down the harvesting system if humidity 
is too high and redirect the vehicle to a different part 

The now and next of the IoT
of the farm where the humidity of the crop is more 
likely to be within acceptable limits. This practice 
lowers the need for crop drying in storage and helps 
prevent issues with mould and fermentation that can 
happen when storing crops with too high a humidity 
level.

Early-stage tests have shown how autonomous 
weeding systems can use video equipment to 
differentiate between the crop and the weed. This 
will enable farmers to remove weeds from the 
ground without the use of herbicides or minimise the 
application. Farms can use the same type of systems 
for the thinning out of certain crops (for example, the 
Lettuce Bot mentioned earlier in this report). 
 
In the air 

Drones are already being used to provide visual 
oversight of crops. This may just be for checking on 
how the crops look to the visual eye after pest or 
storm damage. However, in the future, drones in the 
context of farming will be fitted with hyper-spectral 
systems14. By using cameras that can ‘see’ across a 
broader range of wavelengths, drones can gauge 
the health of crops, looking at how their leaves 
appear in infrared. Drones will also deliver highly-
targeted fertiliser and weed killer. This will limit the 
damage to crops and soil caused by excessive use 
of such products.

Drones also be used to carry items. In the future, 
drones could be used to deploy pest monitoring and 
treatment systems particularly on large farms. 

The impact of IoT: From farm to fork

13 http://www.thetimes.co.uk/article/tractors-to-plough-a-lonely-furrow-ltqdxdtdj 14 https://www.technologyreview.com/s/526491/agricultural-drones/
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In the ground 

Sensors in the ground can judge when irrigation is 
required15, driving intelligent watering systems16 that 
can ensure the right amount of water is provided 
to each plant, minimising water wastage. Similarly, 
sensors measuring the amount of potassium, sodium 
and other elements and minerals in the soil can 
ensure that the right amount of fertiliser is applied to 
each plant on a far more granular level17.

Such systems are already used in greenhouse areas. 
This is producing higher yields of salad crops, such 
as tomatoes, through highly controlled environments 
using hydroponics18 or low-soil systems. IoT systems 
help by applying optimised amounts of nutrients 
and/or monitoring CO2 gas from combined heat and 
power (CHP) fuel power generators19.

For optimising planting, harvesting and storage

One of the biggest ways the IoT can assist farming is 
through the collection and sharing of data to benefit 
many parties. To take an example, commercial pea 
production is precise and takes a collective effort to 
get it right. This is because if every farmer providing 
peas to a frozen pea producer planted their crop 
at the same time, there would be too many peas 
harvested on the same day for the process to deal 
with it. Farmers therefore need to vary their planting 
times. The use of shared data and intelligent reports 
driven by the IoT could provide the answer.

The impact of IoT: From farm to fork

“An example of how automated certain 
processes are already would be in the 
harvesting of peas for freezing. The major 
frozen pea companies now do not harvest, 
transport and process the peas as separate 
processes – they are harvested, checked, 
sorted and frozen as close to the field as 
possible in a single coordinated process that 
takes around 3 hours from commencement 
of picking to the provision of the fully 
frozen, packed peas. This ensures not only 
that the quality of the peas is maintained 
as better than fresh peas being bought in 
a supermarket (that, by their very nature, 
will be a few days old), but also minimises 
losses due to handling and other potential 
problems along an extended food supply 
chain.”

Harvesting crops when they are either under- or 
over-ripe is currently a major source of waste in the 
food supply chain. If under-ripe, the crop will be 
unlikely to ripen sufficiently during the rest of the 
food supply chain process before it reaches the 
customer. If over-ripe, the crop may not reach the 
customer at all.

15 https://www.agric.wa.gov.au/horticulture/soil-moisture-monitoring-%E2%80%93-selection-guide 16 http://www.sswm.info/content/automatic-irrigation 17 http://cordis.europa.eu/result/
rcn/149870_en.html 18 http://www.hortidaily.com/article/23968/Canada-Mucci-Farms-invests-in-large-scale,-fully-automated,-hydroponic-lettuce-production 19 http://www.edina.eu/page/175/
Ecotomato-pioneers-win-Best-AD-and-Biogas-industry-award.aspx



moment. For example, sensing aromatic or 
poisonous gas levels at a per-plant level with 
intelligent harvesting means that single fruit or 
vegetables can be picked at the right moment.

Once in storage, further monitoring can ensure 
that all crops are stored within environmental 
limits. Andrew Holland, a Cambridge, UK-
based electronics engineer has created small 
autonomous IoT devices that can be mixed with 
grain in silos to monitor various environmental 
and other variables from within the stored mass 
itself to provide accurate and useful information to 
farmers and storage companies23.  

Such systems can also monitor for even the 
smallest amount of pest presence. The Grain 
Research and Development Corporation (GRDC) of 
Australia has issued a guide on how grain stores 
should be monitored and managed24. This shows 
how IoT can help in the identification of pests 
before they become a major issue. The guide also 
demonstrates how this can then trigger direct and 
targeted actions to deal with the pests.  

For example, different approaches may be used 
to counter the pest. Responses may vary from 
ultrasonic deterrence through fumigation and to 
the optimal placement of traps and pesticide to 
avoid infestation.
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In its document “Handling and Preservation of Fruits 
and Vegetables by Combined Methods for Rural 
regions”20, the Food and Agriculture Organization 
(FAO) of the United Nations (UN) states the various 
signs that can be used to judge when fruits and 
vegetables are ripe. 

These are:

• Skin Colour
• Optical methods to measure chlorophyll 

content
• Shape
• Size
• Aroma – which may include a range of gases 

being given off
• Fruit opening – for example with ackee that 

cease to give off poisonous hypoglycine gas 
when fully ripe

• Leaf changes
• Abscission 
• Firmness 

Most of this is currently judged through manual 
and visual means both in the field and during 
storage. Work has already been carried out to 
use computerised systems to judge the levels of 
ripeness of crops such as tomatoes in storage 
after harvesting21. In-field testing using IoT devices 
and near-infrared spectroscopy22 has proved to 
be easier and more accurate, resulting in better 
quality crops that are harvested at the optimum 

20 ftp://ftp.fao.org/docrep/fao/005/y4358E/y4358E00.pdf 21 http://www.ijarcce.com/upload/2016/april-16/IJARCCE%20246.pdf 22 https://training.ti.com/analyzing-agricultural-crop-and-soil-us-
ing-near-infrared-nir-spectroscopy 23 http://www.economist.com/news/science-and-technology/21694517-legume-shaped-sensor-packages-may-help-preserve-stored-crops-cool-beans 
24 https://grdc.com.au/Media-Centre/GRDC-E-Newsletters/Paddock-Practices/Monitor-stored-grain-this-winter-to-maintain-quality
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IoT - for logistics
and warehousing

In 2009, Food Safety Magazine identified a 
series of problems that were challenging food 
distribution25. The need for food safety (protection 
against accidental contamination) as well as 
for food defence (protection against intentional 
contamination) was clearly highlighted.  

The article also looked at specific areas such as 
how different weather conditions influence the 
environmental controls for climate controlled 
lorries. Specifically, it covered how some logistics 
companies were cutting corners to save money, by 
running at temperatures too high for long-distance 
frozen transport to save on fuel costs. 

Today, intelligent IoT devices can help solve these 
problems by logging issues in real time and initiating 
actions to meet requirements across the complete 
food supply chain.

“An example of a highly-automated 
warehousing system can be found with 
Ocado, the on-line food retailer in the UK. 
The system Ocado is using allows it to 
control around 1,000 discrete robotic 
devices across an area the size of an 
Olympic swimming pool, enabling extremely 
dense and effective goods management.”

It starts at the farm, where foodstuffs are tagged 
and logged at the pallet, sack, box or individual 
item level. These tags can be anything from a 
simple scannable bar code through passive near 
field communication (NFC) or radio frequency 
identification (RFID) tags to fully active NFC or RFID 
tags. The data associated with the tags identifies the 
type of foodstuff, the farm of origin and any other 
data mandated by local, regional or global laws and 
customer requirements along with any extra data 
that is useful along the rest of the food supply chain.

As the foodstuffs move from farm storage through to 
logistics, the type and amount of foodstuffs can be 
automatically verified using the tags applied at the 
farm. Extra data can then be applied and stored in 

the central system, ensuring that a complete audit 
trail of handling is created and maintained along the 
food supply chain.

The logistics company can then make sure that 
the monitoring and actuating devices within the 
(increasingly autonomous26) vehicle are set to 
warrant that the foodstuffs maintain the exact 
environmental conditions needed during transport, 
including temperature, humidity, gas levels (e.g. 
nitrogen, CO2, ethylene) and so on. Movement of the 
cargo can be monitored via cameras and/or satellite. 
G-force sensors monitor that foodstuffs have not 
exceeded recommended movement levels during 
transport.

Once at the logistics centre, the tags applied on 
the farm to each item are compared to the central 
manifest to verify that nothing has changed during 
transit. The data provided through the devices 
used during transit can also be stored and linked 
to the data. This provides extra details on how 
the foodstuffs have been handled and managed 
throughout the farming and logistics processes. 

Walmart’s UK operation, Asda27 has invested in a 
high-tech warehouse that automates most functions 
from unloading through storing to picking and 
delivery to specific packing points.

Advanced automated warehousing can take things 
even further. Each foodstuff can then be stored in 
discrete specific zones to minimise the wastage 
through poor handling, pest infestation and 
environmental factors. Each zone can have highly 
specialised systems that monitor and manage areas 
such as pest control and hygiene. For example, 
these systems can treat incoming salad foodstuffs 
before they get to the processing line, to prevent the 
infestations of blackfly, snails and other pests. This 
will not contaminate the actual processing line itself.

Hyperspectral scanning can continuously check the 
health of foodstuffs as they pass through the system.  
They can check for chlorophyll levels, bruising, 
rotting and other visual signs. They can also detect 
gases given off due to early-stage crop damage and 
ageing.

25 http://www.foodsafetymagazine.com/magazine-archive1/augustseptember-2009/foodservice-distribution-maintaining-the-cold-chain/ 26 https://www.theguardian.com/technology/2016/
apr/07/convoy-self-driving-trucks-completes-first-european-cross-border-trip 27 http://www.hsssearch.co.uk/page_311969.asp
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Pest control in warehousing also needs to be 
considered. The IoT offers many options. For 
example, the use of ultrasonic systems, flashing 
lights or randomly moving robots triggered by 
IoT sensors. IoT enabled monitoring tools can be 
deployed to provide protection against potential 
infestations.  

“One respondent to the round table 
interviews carried out as part of the research 
stated that as far as they were concerned, 
prevention was better than a cure, and any 
technology that prevented an infestation 
was preferable to one that dealt with an 
infestation.”

Sensors can also help deal with problems related to 
natural phenomena. For example, sensors can pick 
up when a plague of locusts28 is occurring some 
time before they reach an area. Similarly, outbreaks 
of different pests, such as flying ants and crane flies 
can also be predicted using historical data alongside 
predicted weather patterns to help avoid such mass 
emergence of insects causing contamination of 
crops and stores of foodstuffs.

The changes in global environmental conditions 
along with greater globalisation of trade are also 
introducing new challenges.  

It must be accepted that infestations will occur, and 
they must be dealt with. A use for the IoT can also 
help during storage by picking up that the volume 
of a particular pest (such as rodents) has reached 
a critical point. Organisations can then respond by 
setting up suitable baited traps exactly where the 
pests’ main runs are which have been calculated 
by monitoring concentrations of urine trails or body 
oils left against the walls or floors as the rodents run 
along.

Such traps can be intelligent in themselves, showing 
when bait or poisons need topping up and when a 
pest has been captured in a live trap or has died29.  

In the future, it’s also possible we’ll see bait that 
could contain IoT ‘dust’ manufactured using nano-
devices. In effect the ‘dust’ is a small passive 

tracking device that the pest will devour with the 
bait, allowing it to be tracked to its nest. Where the 
bait is toxic, the dust tracking can be used to identify 
where the pest has died and to clean the remains up 
before it becomes the source of a new infestation in 
the form of maggots and then flies.

Again, all the data generated around the foodstuffs 
can be stored centrally to ensure that a full audit trail 
of the foodstuff from farm through to point of exit 
from logistics is maintained.

“A round table interviewee had deeper 
worries – for example, around the hygiene 
of the hygiene systems themselves. The 
respondent’s company had moved as much 
as possible to ‘no touch’ systems – proximity 
sensors being used to turn on taps, 
dispense soap and hand sanitiser, provide 
paper towels for drying hands, automated 
bin lids for the disposal of the towel, and 
so on.  It was felt that his was a better way 
to deal with the behavioural aspects of 
hygiene, rather than depending on continual 
education of the employee base.”

28 http://motherboard.vice.com/read/how-to-stop-a-plague-of-locusts 
29 http://www.rentokil.com/our-expertise/innovation-and-services/connected-pest-control/#.WGuBeRuLSHs
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IoT - in food processing

On the processing line, different issues come to the 
fore.  As well as tracking the health of the foodstuffs 
themselves, the health and hygiene of workers 
can become a major issue. Employees may well 
be handling raw foodstuffs before, during and after 
processing. It, therefore, becomes important to be 
able to identify and deal with any possible hygiene 
issues that could be spread by humans before they 
do become an issue. 

Increasingly, the health of employees can be 
monitored in real time. Rather than wait for an 
employee to exhibit signs of sickness, temperature 
monitoring matched with facial recognition and other 
biometric identification can pick up factors such as a 
high temperature in a specific individual. 

Taking this further, IoT wearables and home-based 
healthcare systems can be used to help employees 
monitor their own health and share verified data 
with the company directly. This proactively avoids 
the possibility of spreading viruses and bacteria by 
preventing workers from reporting for work when 
contagious31.

Within the processing plant itself, hyperspectral 
scanning can pick up where bacteria and viruses 
are already present31, triggering the use of ultraviolet 
lamps and wands to treat any surfaces and to help 
prevent airborne cross contamination32.

Any foodstuffs that are contaminated – either 
through handling on site or through any 
contamination that has occurred in upstream 
processes – can be identified more easily and either 
suitably treated or removed from the processing 
process before they cause greater problems.

Hyperspectral imaging can also be used to identify 
where food adulteration has occurred33. In the 
reference provided, we see how the UK horse meat 
scandal wiped over £300m off the value of one 
retail company. This could have been saved if the 
adulteration had been identified earlier in the food 
supply chain.

As in many existing processing systems, the 
volumes of different foodstuffs being processed; 
the temperature of processed foodstuffs; the 
pressure of tinned items; the application of labels 
and so on can all be managed using IoT devices 
tied into the main IT systems. The key for many will 
be to prioritise what should be automated through 
the IoT to provide the best return on investment. 
This often means ‘starting small’ and reinvesting a 
proportion of the financial gains into the next stage 
of automation34.

30 http://www.abc.net.au/news/2016-01-28/new-wearable-device-measures-sweat-to-track-your-health/7118234
31 https://www.ars.usda.gov/research/publications/publication/?seqNo115=330141

“A respondent in the roundtable interviews 
stated that they had specific worries about 
how they dealt with hygiene. They said that 
dealing with the behavioural side of hygiene, 
such as ensuring that hand washing and 
other hygiene standards dictated by the 
company were being followed was an area 
that they were currently struggling with.”



IoT - in food retail

In retail, the same approaches to employee health 
and the prevention of cross-contamination between 
people and foodstuffs apply as for food processing.  
However, different approaches may be needed 
when dealing with any contamination that could be 
introduced via customers. Systems that can scan 
for hygiene issues at the point of sale or point of 
handling – particularly for fresh produce that the 
customer packs themselves – can flag issues to be 
dealt with before they spread from one customer to 
another.

Those handling raw foodstuffs, such as employees 
on the delicatessen counter, can be monitored to 
help manage compliance with hygiene standards. 
For example, logging systems can capture different 
boards and utensils that are being used for serving  
raw and cooked meats. The employee’s use of 
toilet and cleaning facilities can be monitored using 
wearables that log where the employee is and what 
they have done – for example, whether they are 
washing their hands on a regular basis or in-between 
handling different foodstuffs and so on35.

Pest control in the retail sector requires an expert 
approach covering customer facing areas to be 
managed more discreetly than incoming goods and 
storage areas. Whereas behind-the-scenes areas 
such as goods storage can have traps placed to 
capture pests, this is not as acceptable within public 
areas. Customers do not want to see prevention 
measures such as rat traps with warnings of poison 
dangers highlighted on them. Here, alternatives, 
such as IoT enabled monitors and sensors that 
are not apparent to customers will provide better 
alternatives.

Rentokil Initial lists the requirements for dealing  
with food safety in a retail environment on its 
website here.

33 http://www.postharvest.biz/en/news/hyperspectral-imaging-potential-to-detect-contaminants-chemometrics-bacteria-/_id:79807/ 34 http://www.foodengineeringmag.com/articles/95649-in-
ternet-of-things-remote-monitoring 35 http://www.rentokil-initial.com/media/news-releases/news-2015/initial-launches-hygiene-connect-27-2-15.aspx
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Key considerations across 
the supply chain

In the previous sections, we’ve described how the 
IoT has the potential to transform operations and 
generate new data in discrete areas of the supply 
chain. In Quocirca’s view, this potential will be 
multiplied by a significant factor if each member of 
the supply chain also agrees to share data for the 
benefit of all.

Such a collaborative approach will result in highly 
practical applications of the IoT that will achieve 
breakthrough business benefits. For example, in the 
case of a sickness outbreak that’s been attributed to 
a particular foodstuff, the supply chain will be able 
to work together easily in order to provide rapid 
insights, including: 

• Where the contamination first occurred 
• Whether the cause originated during farming, 

storage, processing, distribution or retail
• Who (if anyone) might be liable
• What needs to be done to rectify the problem 

and prevent future outbreaks 

If these kinds of benefits are to be realised, a 
number of key things need to happen.

Firstly, all constituents of the supply chain need to 
commit to creating and managing data that can be 
shared along the food supply chain to make such 
end-to-end monitoring, management and reporting 
possible.  

Secondly, supply chain members need to be able 
to access the data in a place where high availability 
and good performance is guaranteed. 

This is where the public cloud comes in. Everyone 
will gain by allowing data from huge volumes of IoT 
devices to be managed by a third party. Data can 
be collected and suitably filtered according to need. 
Indeed, in many cases, the third party will be able 
to provide personalised portals where reports are 
run in real time against the data held by them in the 
cloud.  

It will also be important for such cloud providers to 
be open. In addition, the providers will need to be 
able to integrate easily and effectively with other 
systems in the food supply chain and in the cloud. 

No one provider is going to be able to ‘own’ the food 
supply chain or IoT. 

Indeed, with so many companies having invested 
heavily in their own systems, cloud providers such 
as Google should be able to integrate into existing 
off the shelf systems (for example, SAP or Oracle) 
or bespoke systems through application interfaces. 
There should not be the requirement to discard 
existing systems or to start all over again. 

In roundtable discussions, it emerged that some 
companies were already considering more real-time 
reporting. They stated that the collision between the 
IoT and the volumes of data that they expected to 
have to deal with meant that existing systems based 
around running reports using data stored in different 
databases was no longer viable. However, they also 
wanted to maintain a balance between showing 
everything and what was relevant for the situation

Finally, the third party should also be able to 
anonymise the data it receives from different 
companies and provide others with a benchmark 
of how they’re performing against others. Such 
benchmarking allows organisations to set targets 
and improve food safety performance for the benefit 
of all.

The ability to deal with targets was also high on the 
list of comments made by respondents; working 
against desired outcomes was identified, particularly 
when looking across how any action results in 
improved hygiene or pest management.

Overall, in Quocirca’s view, the constituents of 
the food supply chain should be embracing both 
the IoT and the cloud. Only by doing both will 
each constituent gain the full benefits of the IoT: 
better yields, less wastage and greater customer 
satisfaction.
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This research shows that the food supply chain 
is currently still generally dependent on manual 
systems when dealing with food hygiene and pest 
management.  IT and technology vendors have not, 
as yet, managed to communicate the benefits that 
technologies such as the IoT and cloud computing 
can present.  

As such, those tasked with the overall food safety 
strategies within their organisations can only look 
to deal with problems based on their existing 
knowledge.

However, it is rapidly becoming apparent that these 
same people must be prepared to continuously 
challenge the way their organisations carry out 
processes to meet emerging demands. Different 
ways of working will require new, different tools 
and skills to deal with increasing amounts of data, 
covering all aspects of the food supply chain. Siloed 
systems creating datasets that cannot be shared 
both across the organisation and the whole of the 
value chain will not help organisations compete in 
their markets.  

To help bring this about, greater collaboration is 
required. Across organisations, collaborative teams 
will be needed to identify how processes can be 
optimised. Data needs be evaluated from differing 
points of view to create additional business value. 
They’ll also need to ensure that any new initiatives 
are inclusive and aimed at supporting the end goal 
of a highly efficient and effective organisation.  
Outside the business, collaborative teams need to 

Conclusions
be built up with others in the food supply chain and 
with third parties as domain experts in specific areas, 
such as technology and data management.  

The walls need to be broken down. New ideas 
need to be embraced, no matter where they come 
from. Innovations in one area can lead to ideas on 
how to change other areas. Ensuring that ideas are 
effectively shared along the whole value chain helps 
spark continuous innovation to the benefit of all 
concerned.

Risk will not go away. Although IoT technology can 
be used to reduce existing risks, it will also introduce 
new types of risk. Data security and intellectual 
property management will require particular 
vigilance. However, the opening up of the right 
data to the right person within the total farm-to-fork 
chain adds massive value to the whole process. 
Governance, risk and compliance become less 
arduous as tasks. Information the customer needs 
or wants is easier to provide. Sources of food safety 
issue or food wastage can be more easily identified 
and dealt with. The whole chain becomes more 
sustainable and more responsive to market needs.

All of this is made possible through the adoption of 
a suitable IoT platform. However, lack of awareness, 
understanding and lack of available skills and 
partners will hold such implementations back.

Quocirca sees a distinct change happening in 
how the IoT is being brought into an organisation.  
Development and sales of IoT equipment started 
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off as an area for incumbent technology companies 
to pursue. The messaging and sales effort was 
focused on the IT department and how the IoT 
could make life easier for them. Now, Quocirca sees 
higher involvement by the lines-of-business: here, 
the focus is on selling directly to those with the 
operational problem. Instead of buying a technical 
solution, these suppliers, often already dealing with 
the customer, are selling a system that has distinct 
and defined business value, along with reduced 
business costs and risk. As such, those responsible 
for the day-to-day management of direct aspects of 
the business’s processes can now find themselves 
becoming far more involved in the IoT, but generally 
at a solution, rather than a technical level.

For those tasked with dealing with food hygiene 
and pest control, it makes sense to build up a better 
understanding of the basics of the IoT and the cloud. 
They should discuss with colleagues in other areas 
of the business, across the complete food supply 
chain, and with suppliers how such technologies 
could help them in their work. By pulling different 
IoT and cloud initiatives together, there will be less 
chance for new silos of information to be created.  
Instead, the presence of a cohesive and effective IoT 
platform enables risk to be better managed, cutting 
out food wastage while enabling an organisation’s 
brand to be enhanced. Alongside this, additional 
business value will be provided through an 
organisation’s increased flexibility in its markets as 
well as its capacity to provide greater transparency 
in its workings to customers.

Like in other business sectors, it is apparent that the 
food supply chain is on the edge of a new dawn of 
advanced automation and control. There is much 
at stake – both for the companies and consumers 
involved.  Population growth means that more will 
have to be produced from the same or less farming 
land, while less will have to be wasted between the 
farm and consumer. Doing this without overspending 
through attempting to do too much too soon will be 
a fine line to tread.

This is where third party organisations come in. By 
using shared best practices and through advanced 
analysis of anonymised data, partnering with third 
parties and their ecosystems helps to optimise the 
performance of your own organisation and other 
food supply chain constituents. Third parties and 
their ecosystems also help to advise where the 
highest priority areas are for investment – i.e. those 
areas that will provide the best possible return on 
investment that can then be used to fund further 
investments as necessary.

The IoT and cloud are solid building blocks for 
such an investment strategy. Minimising waste 
and contamination through better hygiene and 
pest control are achievable targets that can have 
immediate positive financial payback. A move to the 
IoT will provide the foundation for the future: one 
supporting a more sustainable future while providing 
greater capabilities to manage compliance and 
overall food supply chain transparency.
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Rentokil Initial plc commissioned Quocirca to carry out a series of 400 telephone-based interviews with 
constituents of the food supply chain. For reasons of being able to compare like for like along the food 
supply chain, it was decided to focus purely on arable farms, as dairy and livestock brings in a completely 
different set of issues.

The arable food chain was then split down into four main groups – farming concerns, logistics/warehousing, 
food processing companies and retail outlets.

A series of common questions were asked of all four groups, with a small number of specific questions then 
asked of each group. The interviews were equally split across the four groups and also across four countries 
– the UK, USA, Australia and China.  

Appendix 1:  
Background to the research

The impact of IoT: From farm to fork

United States 
25%

United Kingdom 
25%

Australia
25%

China
25%
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Large grocery retail/
wholesale companies 

including online  
direct suppliers 

25%

Large arable 
farming concerns

25%

Arable food 
processing companies

25%

International or  
large national 

arable food product 
logistics/ warehousing 

companies 

25%

All respondents had responsibility or strong influence within their organisation for how foodstuffs were 
handled, managed, processed or sent on within their organisation, and also for designing and managing the 
processes involved with food handling. The majority of respondents (382) had responsibility for hygiene and/
or pest control within their organisations.

The research was carried out during September and October 2016.
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